Barnes

INTERNATIONAL

Visa Europe Self-Service PVT Module

EMV® Personalisation Validation Tool

Speeds up Visa certification and reduces the high cost and delay
associated with qualification failure

To achieve Visa certification, Banks,
Card Manufacturers, Personalisation
Bureaus and Test Laboratories must
ensure their cards comply with Visa’s
latest  Global  Personalisation
Requirement (GPR) specifications.
Obtaining Visa qualification can be a
timely and costly process. To reduce
the risks of failure, cards can be
validated usin% the Visa GPR PVT
Module from Barnes. Approved by
Visa, it uses the same detailed and
rigorous tests they use to perform
qualification tests on cards.

Data Input hethod for AGKOCOD003 1010

The Visa Europe Self-Service PVT
Module has been qualified by Visa
Europe. This means that once a
“Pass” has been achieved, the test
report (Visa CCRT Report) is sent to
Visa as evidence that the card is
compliant with the Visa Rules and
matches the associated Visa
Personalization  Assistant  (VPA)
profile or SPS profile, instead of
sending the phgsical card to Visa
Europe. Visa Global self-service
PVT is a separate module.

The Visa Europe Self-Service PVT
Module has been developed on
the well known Barnes CPT3000v3
platform. Utilizing the Barnes 3K7
triple interface reader, making the
testing process simple and easy
with one card insertion. Non card
devices are tested on a seperate
PC/SC reader.

Empowering ~ Your  Payment
Testing Journey with Barnes.

APPLICABILITY

Test Plan:

Visa GPR 3.0.x A&Cs v4.3

Visa EU Addendum v1.6

Client Personalization
Validation Testing (PVT) Process
Guide v1.0 Feb 2020

Specifications:
VIS153,1.54,1.6.1,1.6.2,
1.6.3 and all published
updates

VCPS2.1.1,2.1.2,213,2.2,
221,222,2.23,2.24andall
published updates

FLEET 1.1, 1.2 and all
published updates

DPA Reader and card
implementation guide v1.4,
DPA Issuer implementation
Guidev1.3

PTSM 3.7 and all published
updates

Dependency: VPA 4.1 Data
Output Files Specification

Solution Overview

The Visa Europe GPR PVT Module complements the
CPT3000v3CL Card Validation Test Tool, resulting in a
Chip Compliance Reporting Tool (CCRT). The module
runs as Integrated scenarios on the CPT3000v3
platform and may co-exist with other modules such
as Host Simulation (Including HSM Interface). The
overall PVT test result outcome (PASS or FAIL) is
dependent on the outcome of the Template
Checking (VPA), the Execution of GPR Test Cases,
Execution of VE Addendum Test Cases and Execution
of IDS Test Cases.
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A WIN-WIN FOR ALL!




THE BARNES ADVANTAGE

Barnes is the chosen test
tool of Banks & Issuers,
Card Manufacturers,
Personalisation Bureaus
and Test Laboratories
worldwide.

BUSINESS AGILITY

Barnes test tools are easy to
use by both technical and
non-technical users, and
speed up card development
and payment scheme
certification.

COST ELIMINATION

The high business costs and
wasted resources of
producing and issuing
invalid cards are eliminated.

RISK REDUCTION

The reputational risk of
issuing invalid EMV cards to
end customers is reduced.

FUTURE PROOFED

Barnes works in partnership
with all major payment
schemes. As scheme rules
evolve, Barnes rapidly
makes updated test script
packs available to customers
via the Barnes website.

SERVICE EXCELLENCE
Our clients have every
confidence that, whatever
their test requirement, the
Barnes team is always on-
hand to deliver expert
advice and fast support.
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Tabs provide access to Details Tree, Engineering Log and Test Report. The detailed Results Tree and
Engineering Log enable analysis and clear guidance for all levels of user.

Details Tree

Engineering Log

B Presamity Paymert Systems Envirsnment
[ Partial Mame Salection
Selacting Apphcation ADDO0G0D031010 - VSDC
Processing Options
PDOL
82 - Apphication Interchange Prafile - 20 00
54 - Apphcation Fie Locator - 18 0101 01 10 01 03 00
57 - Track 2 Equivalent Data - 43 22 07 o0 000 81 38 D2 11 2201 0ff
5F14 - Application PAN Sequence Number - (1
SF10 - lssuer Apphcation Data - 06 01 QA 03 AD 00 00
[} Cryptogram Infomation Data - FDDA not pedformediisa)
Derivation Key Index - 01
B CVR AD DO 00
E3 Comtogram Version No. - Daes net contain the value required by thd
=-E 9F26 - Applestion Cayptogram - BD 3D EE 8D 18CTEC 1B
£ incomect Apphcation Cryptogram(EMV)
£ Appheation Cryptogram ED3DEEID 18C7EC 1B - Expected SAASE 1Y
% 5F27 - Cryptogram Information Data - 50
9F35 - Apphcation Transaction Counter - DA BA
e-{¥ SFEC - Card Transaction Quaifiers - 28 00
-1 SFEE - Form Factor Indicater - 20 70 00 00
5] Read Record 3-1
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<and> [D05) BO CA 9F 7F 00

<rev> (047) 9F TF 2A 40 90 77 94 19 81 22 02 01 00 62 €1 07
D5 C5 4F 01 0% 10 02 62 &1 41 93 62 61 41 94 62
61 00 00 C1 14 11 45 30 &3 03 00 00 00 90 0O

Select PSE 1PAY.5Y5.DDFO1

<and> [0D20) 00 A4 04 00 OE 31 S50 41 59 2E 53 59 53 2IE 44 44
46 30 31 00

<rev> (D34) 6F 1E 84 OE 31 50 41 5% 2E 53 59 53 ZE 44 44 46

30 31 A5 OC 88 01 01 9F 11 01 01 5F 2D 02 &5 6E

20 00

3 2E 44 44 46
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Read Directory - 1, 1

<snd> [005) 00 B2 01 OC Q0

<zeve [045) 70 29 61 27 4F 07 AO 00 00 00 03 10 10 50 0B 56
49 53 41 20 43 52 45 44 49 54 9F 12 0B 56 49 B3
41 20 43 52 45 44 4% 54 87 01 01 80 0O

MRl Templace
4F Fpli eifier = A0 OO OO0 OO0 03 10 10
5 ppli ion Label - VISA CREDIT
SF12 - Applicat referced Mame - IS4 CREDIT"™
87 - Application Priority Indicator - 01

Read Dizectory i, 2

A full Test Report detailing the tests carried out and more in-depth detail on the errors,

@

observations and warnings, plus the ICS selection used and a list of all the tests performed. N\

Contact AD0OD000031010 : Emors
Flease see below the ermors identified during testing. These errors will need to

DE.12.001.00

5F20 Cardholder Hame - To enswre if Cardholder Name is present, its lengih
DE.42.001.00

9F1F Track 1 Dhscretionary Data - To ensure that, if present, Track 1 Discretig
format

M$.1.001.00
Toensure the Track 1 is present and formatied comectly

Contact AG000000031010 ;_ Wamings
The following items are not actually erors but are |

DE.54.002.00

9F56 Issuer Authentication Indicator - To ensure that the Issuer Authentication
"3F 567) is not personakized if card is onling-only.

$H.3.002.00

9F52 Apphcation Defaull Action . To ensune Application Defaull Action (tag 0
the recommended value

Contact AG0D0000031010 :_Observations
This section oulines observations made on the card personalkisation settings
s should be made to the card

isk teams, to evaluate whether cha

DE.2.003.00

9F42 Applcation Cumency Code - To check that the Application Currency G

present when it is not required (f Cardholder Yenification Method List conditio
)

Tests Performed

Contact ADDODODOO3L010 GPR

Lisved below are Tthée TEAD CASES Allocated for chis bran
For decails of errors, warnings and shasrvaticns, see sl
Test cases marked "N/A™ were not performed because they|
in thiz instance.

CV.2.001.00 Fass CW.2.002.00 Faas
CV.2.004.00 Pass CV.3.001.00 Fass
CV.7.001.00 H/R CV.8.001.00 HiR
DA.1.001.00 Fasa DA.2.001.00 Pasa
DA.49.00L.00 H/iR DR,.5.001.00 F
DA.7.001.00 H/ik DA.9.001.00
DA.11.001.00 H/R DE.1.001.00
DE.2.003.00 DE.2.004.00
DE.3.001.00 DE.3.002.00
DE.4.002.00 DE.5.001.00
DE.6.001.00 DE.6.002.00
DE.&6.002.02 CE.6.002.03
DE.&£.003.01 DE.7.001.00
DE.8.001.00 DE.8.002.01
DE.®.002.01 Fass DE.3.002.02
CE.11.002.00 Fass CE.11.002.01
DE.11.002.03 H/A DE.12.001.00
DE.1%.002.00 HiR DE.14.001.00
DE.17.001.00 Fasza DE.17.002.00

DE.17.004.00 Faaa DE.20.001.00

VPA Data Comparison

Jconact A0000000031010 - VSDE - 1000000862.v1
Tag Descripton Personalized Value Expected Value Validation Result
aFs2 Apphcation Defaul Adtion CIZHO000 §2081000° Fail
az2 Apphcation Inteschange Profilke 1C00 1800 Fail
50 Apphcation L |visa CREDIT VISA CREDIT Pass
ar Apphcation Prioniy Indicator Jt 1 Pass
GFOT Apphcation Usage Control |FFoQ FFOQ Pass
FED Awailable Offine Spendng Amount |not parsonatzed 1 Fail
ac COOL 1 iﬁFDmer1m29m55anwmmcm G 02089F 03069 140295055 200204039001 Pass
9FI704 GFIT04
a0 COoL 2 | 8AD20F 02060 030606 140295055 F2A020403 | BADPUE020B0F 030605 1AD205055F 2A020A03 =
| SCO19FIT04 GCO19FIT040104
4E CVM List | OUC00020142031E031FO0 OO000C0000000000020 101 03EDITF02 Fail
[l e = =

Barnes International Limited Email
The Loft, St. Clair's Farm, Wickham Road, Tel
Droxford, Hampshire, 5032 3PW, UK

sales@barnestest.com

+44 (0)1730 231313
Web  Www.barnestest.com
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https://twitter.com/barnes_test
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